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LOI CAM ON

Loi dau tién, t6i xin cam on TS. Pham Thé Qué, Giang vién Hoc vién cong
nghé buu chinh vién thong da dinh hudng dé tai va tan tinh huéng dan, chi bao toi
trong subt qua trinh thyc hién luan van.

T6i xin chan thanh cam on cac thay, c¢6 trong Truong Dai hoc Cong nghé
thong tin va truyén thong Thai Nguyén d3 truyén dat kién thirc va tao diéu kién
trong thoi gian hoc tap.

Cubi ciing, t6i xin dugc gui 10i cam on t6i gia dinh va ban bé, nhitng ngudi
da ludn bén canh, gitip d& va dong vién td1 trong qua trinh hoc tap cling nhu trong
subt qué trinh thyc hién luan van.

Mic du di rat nd luc, cb géng nhung chic chin luan vin cta tdi van con
nhiéu thiéu sot. Toi rat mong nhan dugc nhimng v kién déng gop, chia sé cta quy
théy c0, anh chi va cac ban.

To1 xin chan thanh cam on!

Thai Nguyén, ngay thang 6 nam 2017

Nguwoi thuc hién

Ngo6 Thi Thanh Hai



LOI CAM POAN

T61 xin cam doan luan van cao hoc “Nghién curu giai phap bao mdt va xac
thwe cho cdc giao dich hanh chinh céng dién tir — S¢ Thong tin va Truyén thong
Bdc Ninh” cua t6i dugc thuc hién dudi su hudng dan cua gido vién hudng dan la
TS. Pham Thé Qué. Cac ndi dung trong luan vin déu dugc ghi rd ngudn goc &
phia cudi luan vin.

Néu c6 phat hién nao vé sy gian lan trong sao chép tai lidu, cong trinh
nghién ctru cta tac gia khac ma khong dugc ghi 16 trong phan tai liéu tham khao,

to1 s€ chiu hoan toan trach nhiém vé két qua luan van ctia minh.

Thai Nguyén, ngay thang 6 nam 2017

Nguwoi thuc hién

Ngo Thi Thanh Hai



MUC LUC

Trang

DANH MUC CAC KY HIEU, CAC CHU VIET TAT ..coooviiieeeeeee e, i
DANH MUC BANG BIEU ......c.ooiveeieececeieeteceeeseeeeee s tesas s iii
DANH MUC CAC HINH .......coooiviiiiiiieeeeeee et iv
1LY (0 57N 6 SO 1
CHUONG I: TONG QUAN AN TOAN BAO MAT HE THONG THONG TIN..3
1.1 Khai niém chung vé an toan thong tin [1]......ccocvveverenreeeeeeresreressesieens 3
11,1 GOT thIBU wecveveveveveveeeeeeeeee ettt 3

1.1.2 Céc muc ti€u an toan thong tin [2] ..ccccovviiiiiiiiiie e 4

1.1.3 Céc tiéu chi danh gid mot hé thong thong tin an toan, bao mat 5

1.1.4 Céc hanh vi vi pham an toan va bdo mat thong tin...................... 7

1.1.5 Mot s6 hinh thtc tin cong hé thong thong tin [2]....ccevevverernnne. 8

1.2 K¥ thuét phat hién va ngdn chan xam nhap [3].......ccceviiiiiiiiiiicinnns 11

1.2.1 Tudng Itra (Firewall) ......ccooiiiiiiii e 11

1.2.2 Hé théng phat hién XAM NhAP......coeveveveeeeeeseeeees e 14

1.3 Bao vé thong tin bang k¥ thuat mat ma [1]..cccoeveeereeeeerieesceseeseerenens 15

1.3.1 HE MAL MA oot 15

1.3.2 Béo vé thong tin bang k¥ thuat mat ma khod d6i xing ................. 17

1.3.3 Thuat toan trao d6i khoa Diffie-Hellman.............ccocooveverererrnnnees 19

1.4 Bao vé thong tin bang mat ma khoa bat doi Xung [1] c.oveveeevevvvrveceerennns 21

1.4.1 KRAT DB oottt 21

1.4.2 Thuattoan mat ma RSA ..., 23

1.4.3 Chuyén d6i VAN DAN I8 ....veveveceereeeeeeeeeeseseeseeesseseessnesses s 25

1.4.4 Panh gia ky thuat mat ma bat d6i XUng......c..coevveevreererererereereneans 26

1.4.5 Mot s6 hé mat ma khoa cong khai Khac........cccooovniiiiii, 27
CHUONG II: XAC THUC DUNG CHU KY PIEN TU VA CHUNG THUC

Y 0 TP 28



2.1.1 Gi61 thi€u ChUNG......cvvi i 28

2.1.2 K¥ thuat xac thuc thOng tin.........cccoovve i 28
2.2 Ham bam DA0 MAL.......ccvviiiiiii e 32
2.2.1 Ham bam bao MaAt 1A @i ....ccovviveiiiiieiieeee e 32
2.2.2 Ung dung ham bam bAo MAt........ccceeeeveeiiirieeieeeeeeee e 33
2.2.3 Ham bam bao mat SHA ... 34
224 Ham bam MDS5. ... 35
2.3 ChEt KY SO [8].uevveeeieeiiisisiiestce sttt sttt 36
2.3.1 KRAL NICM .uiiiiiiiiiiiiii it e s tre e e e sbr e e e e s s areeeeeens 36
2.3.2 Phan 10ai Chif K§ SO ..c.cvvveeeveeiieeeseiseeeiecesssesessesesssessssesssssssensssanes 38
2.3.3 Céc phuong phap thuc hien chit KY $0......ccovvvveererieeresiesienesnens 38
2.3.4 Chuan chit K§ DSS ....covuieeereereeerieieeissesseesssessessessesssssesessessnsensnes 40
2.3.5 Thuat toan tao chlt Ky DSA ..o 42
2.3.6 Nhitng van d¢& con t6n tai ctia chit KY 8O ...ovvvevvvcreeerereseseeseeians 43
2.4 Co sd ha tang khoa cong khai PKI [9] ......cevevviveereiiesiecesseesee e, 44
2.4.1 KOl NIEIM .tiiiiiiiiiiiiiiieitie et 44
2.4.2 Chitc nang chtl yéu ctia PKI.......c.coovvvveveiceeeeeesseesseeesiessnesnenes 47
2.4.3 Céc thanh phan PKI ..........cooovevmvieeieeeeessssesseesesiesesesseesesss s 48
2.4.4 Céc thu tuc trong PKI .....ooooviiiiiiiii e 50
2.4.5 Uu nhuogc diém cua viéc tng dung hé thong PKI.........c.cccoveveanee 50
2.5 Ching thuc s trong moi truong ha ting khéa cong khai PKI [9]............ ol
2.5.1 KhATI NIEIM c.eeiiiiiiiiiie et 51

2.5.2 Xéc thyc thong tin dung chit ky dién tr va chung thuc dién tr..53
CHUONG III: CAI PAT VA THU NGHIEM BAI TOAN XAC THUC CHO

CAC GIAO DICH HANH CHINH CONG PIEN TU ......ccccoovvevirrricsrnennne. 56
3.1 M0 hinh giao dich Chinh phti - Cong dan (G to C)...ccevvvveivieiiiiiiciiee 56
T B B NS E: T I 1) ' PRSP 56

3.1.2 Hé thdng giao dich hanh chinh cong dién tlr ........ccoovvevevveerereeanes 56

3.1.3 Mo hinh xé4c thyc hé thong thong tin 1ién thong...........cc.cceveeeene.. 57

3.1.4 Cac mirc do dich vu hanh chinh cOng.........ccocoeiiiiiiini, 58

3.1.5 Thu tuc str dung cac dich vu hanh chinh cong mot ctra................... 58



3.2 Nhu cau trién khai chit ky dién tir cho céc giao dich hanh chinh cong tai S&

Thong tin VA TIUYEN thONE........co.cveveeeeeeeeeeeeeeeeeeee et 59
3.2.1 Hién trang dich VU CONG .....covivviiiiiiiiiiiieiie e 59
3.2.2 Cac diém yéu vé bao mat trong giao dich hanh chinh cong ............ 60
3.3.3 Ung dung PKI va cac yéu cau ctia SO TT&TT .ocvvvveereeeeeeene, 60

3.3 Mot sb dé xuat vé to chirc cung cAp quan Iy chimg chi s6 .....ooevvveeeeennne, 61
3.3.1 D& XUAt MO hinh CA ..o 61
3.3.2 Kién triic cac thanh phan thidt bi .......c..cccovvveeeiveieeeeeeeeeeseeess 61
3.3.3 Tinh nang san pham d& XUAL ........cccoeereerveereerersreereeesseeseese e 61

3.4 Giai PhAP trieN KNA.....c..ovoveeveeiieeeieeeeseeeee et ene st eneesens 60
3.4.1 Xay dung mot hé thong CA riéng tai SO TT&TT....ccvvvvvvrrrrerrenen, 63
3.4.2 DBang ky st dung voi mot to chirc cung cép dich vu chirng thuc s6 63
3.4.3 Luu trit va bao vé khoa bi mat str dung cho chit Ky $6.....ovvvveennee, 63

3.5 Trién khai thit NERIBIM...........eviveeeeeieeieeieeeee st 64
3.5.1 Ung dung java md phong qua trinh k¥ va xac thuc chit ky............ 64
3.5.2 K&t QUA T NONIEM ...t 65

KET LUAN VA HUONG PHAT TRIEN ........cccoooomiiiinrereeeeeeeneeesee s 67

TAI LIEU THAM KHAO ........oooooioiiieeieeeeeeeeeese s en s ess s 69



DANH MUC CAC KY HIEU, CAC CHU VIET TAT
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DSA
DSS
EDI
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FTP
HTTP
IDEA
1SO
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ITU

MD5
NIST

osl
PGP
PKI

Advanced Encryption Standard

American National Standards
Institude
Certification Authority

Certificate Revocation List

Data Ecryption Standard
Domain Name System

Digital Signature Algorithm
Digital Signature Standard
Electronic Data Interchange
Federal Information Processing
Standard

File Transfer Protocol

Hyper Text Transport Protocol
International Data Encryption
Algorithm International
Organization for Standardization
Internet Service Provider
Internet

International

Telecommunication Union
Message Digest 5

National Institute of Standards
and Technology

Open System Interconnection
Pretty Good Private

Public Key Infrastructure

Chuin mi ho4 tién tién

Vién tiéu chuan quéc gia My

Nha cung cap ching thuc
Danh sach chiing thuc thu hoi
Chuan ma dit liéu

Hé thong tén mién

Thuat toan chit ky dién ti
Chuan chi ky dién tu

Trao doi dit liéu dién tir

Chuan xt 1y thong tin lién bang My

Giao thuc truyen file
Giao thurc truyén siéu van ban
Thuat toan ma ho4 dir liéu québc té

T6 chtrc tiéu chuan hoa qudc té

Nha cung cép dich vu

Lién minh vién thong quéc té

Thuat toan ma hoa

Vién qudc gia vé chuan va cong
nghé

Két ndi giita cac hé thong mo

Bao mat rat manh

Co s& ha tang khoa cong khai



RA Registration Authority Nha quan 1y dang ky
RSA Rivest-Shamir-Aldeman Thuat todn mat ma hoa khoa cong
khai

SET Secure Electronic Transaction Giao dich dién tir an toan

SHA  Secure Hash Algorithm Thuat toan bam an toan

TCP/IP  Transmission Control Protocol/ Giao thirc diéu khién truyén
Internet protocol

URL Uniform Resource Locator Bo dinh vi tai nguyén

AES  Advanced Encryption Standard ~ Chuan ma ho4 tién tién

ANSI  American National Standards Vién tiéu chuan quéc gia My

Institude
CA Certification Authority CRL Nha cung cap chitng thyc
DES Data Ecryption Standard Chuan ma dit liéu
DNS  Domain Name System Hé thong tén mién
DSA Digital Signature Algorithm Thuat toan chir ky di¢n tir
DSS Digital Signature Standard Chuan chit ky dién tur
EDI Electronic Data Interchange Trao dbi dir liéu dién tur

FIPS Federal Information Processing Chuan xt 1y thong tin lién bang
Standard

FTP File Transfer Protocol Giao thuc truyén file

HTTP  Hyper Text Transport Protocol Giao thuc truyén siéu van ban

IDEA International Data Encryption Thuat toan ma hod dir liéu quéc té
Algorithm

1ISO International Organization for To chic tiéu chuan hoa qudc té
Standardization

ISP Internet Service Provider Nha cung cap dich vu Internet
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